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Abstract. The Internet of Production exemplifies the ongoing digital
transformation in production by holistically approaching the creation of
data-to-knowledge pipelines—from the initial collaborative collection of
data from various, possibly competing entities up to the final knowledge
generation and exploitation. Primary envisioned benefits include pro-
cess optimization and resilience improvement to advance sustainability—
addressing today’s most pressing challenge. In this paper, we outline the
current state of the digital transformation, highlighting research achieve-
ments across various layers of interest, namely application, data modeling,
and the underlying infrastructure. Based on this assessment, we identify
critical information- and network-centric questions that help guide the
industrial domain to an even more collaborative and sustainable future.
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1 Introduction

The digital transformation in production is an ongoing process, as exemplified
by the Internet of Production (IoP) [8,38] and other large-scale initiatives. Aiming
to improve data exploitation and the transition from data to knowledge, the IoP
has made focused advances that enable sharing and jointly leveraging data and
knowledge, partially even on a global scale and incorporating multiple, potentially
competing stakeholders [5,29,35]. These advancements provide a solid foundation
for evolving the industrial domain. However, corresponding developments face new
fundamental research challenges that greatly impact the ongoing transformation.

Aiming to establish a knowledge-fused distributed business ecosystem that
considers various forms of sustainability, several dimensions become important.
First, while our previous work has demonstrated that secure industrial collabora-
tion is possible, we initially only targeted designing use case-specific solutions,
leaving universally applicable concepts still missing. Second, the IoP primarily
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focuses on creating well-defined collaboration environments and sourcing infor-
mation from these interactions, limiting responsiveness to world-wide events and
overall flexibility. Third, current initiatives tend to concentrate on fundamentally
building pipelines without adequately addressing their sustainability; holistic
solutions could utilize available resources more efficiently. Given this context, we
identify three information- and network-centric questions:

» How to conceptualize, evolve, and standardize secure industrial collaboration?
» Which approaches promise a successful signaling mechanism for global use?
» What is needed to enable and optimize a novel federated cloud continuum?

Tackling these currently-overlooked research questions is crucial for reliably,
safely, securely, and sustainably providing the right information with appropriate
expressiveness to the right party at the right time—aspects that are essential for
higher-layer analyses, decision-making, and operation in the context of production.
In this paper, we derive a corresponding research agenda that strives for a
truly interconnected production landscape while simultaneously incorporating
sustainability considerations in knowledge-fused distributed business ecosystems.
For this, we first outline the status quo of the digital transformation in production,
which has evolved considerably due to the emergence of approximated close-to-
edge control loops, Models-in-the-Middle, and secure industrial collaboration [5,
29,35,58]. Specifically, we recap key conceptual considerations of the IoP in Sect. 2
and distill its research impact concerning the realization of a World-Wide Lab
from an information- and network-centric perspective with a focus on the data-to-
knowledge approach in Sect. 3. In this context, we also highlight corresponding
implications for higher-layer applications and decision-making. This summary
serves as a point of origin for deriving a concrete agenda that further evolves
the production landscape (Sect. 4), i.e., continues the digital transformation.
We focus our presentation on an information- and network-centric viewpoint to
create the foundation for higher-layer data-to-knowledge pipelines and improved
decision-making, as we outline in Sect. 5. Finally, Sect. 6 concludes this paper.

2 Premise and Concepts of the Internet of Production

The Internet of Production (IoP) pursues the vision of setting up world-wide
data-driven, cross-domain, and interorganizational collaboration by providing
semantically adequate and context-aware data to relevant stakeholders in real
time and at a reasonable level of granularity [38]. These dataflows are then
embedded and orchestrated with the World-Wide Lab (WWL) [8], introducing
significant benefits in terms of costs, productivity, flexibility, innovation, and
product quality, among others [33], to participating organizations and society
alike. Brauner et al. [8] classify corresponding developments for transforming
production into four layers, which we visualize in Fig. 1.

In essence, data processed in the lowest layer is turned into information,
which is then translated into knowledge, ready for communication to humans
and organizations. This processing joins data, information, and knowledge from
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Fig. 1. In 2022, Brauner et al. [8] defined four research layers that shape the digital
transformation in production, as the IoP exemplifies, and collectively realize the WWL.

previously organizationally-isolated phases, i.e., development, production, and
usage, and builds on data abstraction, aggregation, and refinement [8]. The WWL
complements these layers by facilitating seamless integration of data, information,
and knowledge across stakeholders, while the layers contribute the following
functionality:

— Smart Human Interfaces: Evolved interfaces enable both experts and
non-experts to interact adaptively with generated knowledge and their environ-
ments. They are specifically tailored to tasks, contexts, and users, enhancing
engagement and efficiency, for instance, by applying multi-faceted visual
process analytics and multi-layer frameworks such as Tiramisu [2, 3].

— Model-Integrated Artificial Intelligence (AI): Using abstraction and
aggregation, this layer proposes novel (foundational) models that offer tailored
insights into production environments and their dependencies based on data,
metadata, and (structured) information representations. It provides the
knowledge basis for the smart human interfaces above. These interfaces can
operationalize model outputs via layered, on-demand visual dimensions [2, 3].

— Data Modeling: This layer features abstraction and aggregation of data,
which is pivotal for transforming raw data into information and actionable
knowledge, including the abstraction of raw IoT sensor streams into discrete
events for process mining [9]. As such, it fuels the AT models situated on top.

— Interconnected Infrastructure: The underlying infrastructure serves as
the backbone of the IoP and WWL by ensuring reliable data sensing, retrieval,
sharing, and processing, thus providing the basis for any data modeling.
Systematic approaches to transform sensor data into event logs are particularly
critical for IoT-rich environments [9], as prevalent in the interconnected IoP.

With organizational changes [27,40] that enable the underlying exchange of
information and data, these layers create the basis for collaboration-based value
creation and facilitate the aforementioned cost, flexibility, and quality benefits.

Here, as a central layer, Model-Integrated AI is crucial for achieving the
objectives because it is responsible for outputting findings for improved decision-
making. Apart from machine learning, leveraging methodologies known from
process mining promises to bridge the gap between model-based process anal-
yses and data-oriented analyses [54]. Respective research activities on data-to-
knowledge pipelines [15] are particularly valuable for complex environments with
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high concurrency. An early idea in this context covers the concept of process
cubes [53], where events and process models are organized using different di-
mensions to discover, analyze, and improve (business) processes based on event
data. Complementary approaches on visual process analytics explicitly address
multi-faceted event data and interactive analytical abstraction [12]. While the
Smart Human Interfaces layer utilizes this information to communicate derived
knowledge to the stakeholders, the Data Modeling layer is particularly of interest
for efficiently and reliably providing models to the environment that bridge data
to knowledge and vice versa, i.e., connecting the surrounding layers.

By design, said layer builds upon the availability of information and, thus,
initial data for its successful operation. Consequently, the Interconnected Infras-
tructure layer is essential for creating, providing, and maintaining added value in
higher-level layers and applications like process mining. Specifically, the availabil-
ity of rich data from diverse and potentially distributed yet broadly dependable
data sources enables global optimization of processes by converting data into
knowledge. Reviews of process mining on sensor data detail these pipelines and
common pitfalls [9]. Beyond standardization of (secured) dataflows, we see a great
demand for mature signaling and optimization approaches within this layer, as we
substantiate and detail in Sect. 4. Thus, we emphasize the need to focus on this
information- and network-centric perspective to establish a robust foundation
for reliably collecting, handling, and sharing data safely and securely. Contrary
actions will otherwise impair achieving the full potential of the IoP.

Having these overarching conceptual considerations of the IoP in mind, we
next examine how its progress has shaped the digital transformation in production
since the publication by Brauner et al. [8] in 2022.

3 Status Quo: Research Contributions and Achievements

Research within the IoP has made significant strides in advancing the understand-
ing and application of digital shadows [4,26], the WWL, and related concepts.
In this section, we highlight key research contributions to the fundamental con-
ceptualization and realization of the IoP and leave aside research on individual
production processes or similar topics with a narrower scope. Specifically, we
focus on innovations in three key domains that advance the overarching objective
of the IoP of turning data into knowledge [58]: (a) data-to-knowledge pipelines,
(b) interoperable data models, and (c) data communication and dataflows.
Data-to-Knowledge Pipelines [5]. The development of robust data-to-
knowledge pipelines is a cornerstone component of the IoP. At their core, these
pipelines rely on integrating real-time manufacturing data, simulations, and
mathematical models, which yield the basis for communication and data shar-
ing within the WWL. Specifically, autonomous Al agents can query the WWL
for machine-level and process-level information, subsequently transforming the
standalone raw (production) data into actionable insights. The focus is on creat-
ing systematic approaches that leverage machine learning and model-based Al
methods to enhance decision-making processes for operators and managers alike,
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ultimately leading to the realization of validated self-adaptive production systems.
For instance, utilizing these pipelines for predictive maintenance can significantly
reduce downtime by enabling proactive adjustments based on real-time analytics.
At the same time, these pipelines have the ability to analyze even complex
process chains using process mining techniques. They can further complement
data-driven approaches with manufacturing-specific structural information to
generate comprehensive views of shop-floor processes. With this domain-oriented
application, the IoP can focus on time-dependent metrics over traditional control-
flow perspectives, hence, creating the foundation for instantiating object-centric
process mining (OCPM) [55,57] in production.

Interoperable Data Models [29]. Another critical area of advancement and
driver of a successful IoP is the establishment of interoperable data models that
promote seamless communication across diverse systems within the ecosystem.
Specifically, the IoP focuses on conceptualizing an adequate set of data model-
ing techniques and transformations that link to metamodels to appropriately
capture their semantics and cover the entire product life cycle. These interop-
erable models not only support cross-domain collaboration but simultaneously
enhance the reusability of existing knowledge across different applications in
manufacturing processes. The such-generated foundation for data modeling is
essential for enabling higher-layer activities, including process mining methods
such as process discovery and prediction, but also for ensuring interoperability of
data, information, and knowledge. Key for the successful interfacing between the
different models and the higher-layer applications is the Model(s)-in-the-Middle
concept [21,49], which bridges semantic gaps between stakeholders and ultimately
fosters a more cohesive ecosystem where insights are shared efficiently between
organizations, enabling various stakeholders to interpret data consistently.

Advances to Data Communication and Dataflows [35]. Third, providing
the underlying infrastructure for enabling data models and the WWL, prior work
has also focused on improving the fundamental dataflows and data processing
capabilities on different levels. For instance, researchers have studied and analyzed
dataflows in the IoP [39] and within supply chains [34,40]. Secure industrial
collaborations (SICs) and deployable information security are prime examples
of such new forms of industrial data sharing [33]. Even though several designs
were proposed, including an approach [41] that can collect the confidentiality
requirements of the involved stakeholders in a structured manner, additional
dimensions, including organizational security as well as legal and economic aspects,
must still be considered when fully maturing the concept of SICs [33]. On a lower
level, research has studied how data stream processing can be orchestrated in a
scalable manner, for example, proposing a distributed, locality-aware data stream
processing architecture that provides a framework for flexibly distributing and
scaling compute tasks [47]. At the same time, work on in-network computing (INC)
has opened up networking devices as new resources for executing compute tasks,
e.g., showing that bandwidths can be reduced by leveraging process semantics [52]
and response times can be shortened by transforming data [22] or analyzing the
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process state [23] in the network. These contributions have also helped shape the
overall research agenda for INC beyond industrial scenarios [24].

Main IoP Achievements. Overall, the pointed out IoP achievements en-
compass a holistic approach to transforming traditional manufacturing paradigms
and production into agile, interconnected ecosystems capable of adapting swiftly
to dynamically-changing demands. Specifically, the focus was on mitigating
the trade-off between agility, cost efficiency, and quality, and enabling a new
level of cross-domain collaboration in production. By combining process mining
with simulation and machine learning at both event and aggregate levels, novel
solutions allow for the proactive anticipation of production issues, improving
operational planning and control [43]. Similarly, the Model(s)-in-the-Middle con-
cept standardizes data-sharing structures across domain silos and has proven
to be a critical step in enhancing data exchange mechanisms and facilitating
interoperability [21,49], and also enabling large-scale data interoperability that
builds upon the FAIR principles [13]. Finally, first communication system and in-
formation security realizations [33] as well as network security considerations [11]
establish crucial building blocks for the establishment of a WWL that enables
communication among numerous, heterogeneous stakeholders across the world.

Important Areas for Improvement. Despite these promising and broad
advances, three relevant capabilities remain underdeveloped and limit the scal-
able, trustworthy realization of the WWL: (i) Standardized Large-Scale Secure
Industrial Collaborations: Prior work has proposed several designs for SIC, but
many solutions have been tailored to specific use cases, limiting the widespread
adoption of the concept as such; consequently, universally-applicable, interoper-
able frameworks and standards for modeling, establishing, and operating SICs
have yet to be developed and adopted. (ii) Decentralized Information and Event
Dissemination: While research has described dataflows in the IoP and supply
chains, today’s established messaging channels lack support for automatically and
securely setting up cross-domain channels, thereby constraining the utilization of
valuable data and information. (iii) Ad-hoc Compute Orchestration within the
Cloud Continuum: Locality-aware stream processing and INC provide building
blocks for ad-hoc compute orchestration, but policy-aware placement, migration,
and monitoring across the edge-network-cloud continuum and across domains
are not yet fully explored. By advancing the WWL, these areas for improvement
promise to significantly realize the vision of the IoP in practice. In the next
section, we thus follow up on them to outline a stringent research agenda.

4 An Information- and Network-Centric Research Agenda
for Shaping the Digital Transformation in Production

After establishing the status quo of the digital transformation in production,
we now dive into its consecutive research agenda. Specifically, we still focus on
information- and network-centric aspects, i.e., the lowest layer of the transforma-
tion (cf. Fig. 1)—the interconnected infrastructure—but now turn our attention
toward future lines of research. Building upon the first successes related to SICs,
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we discuss the next steps in maturing and standardizing this technology in
Sect. 4.1. In an effort to further evolve these collaborations, we present our vision
for a global signaling approach in Sect. 4.2 that eases and maintains information
flows in the WWL. We then examine the challenges of holistically co-optimizing
computation, its placement across compute nodes, the corresponding data trans-
missions, and the concurrent selection of algorithms in Sect. 4.3. Finally, in
Sect. 4.4, we summarize our information- and network-centric research directions
and highlight shared sustainability considerations and goals.

4.1 Standardized Large-Scale Secure Industrial Collaborations

The industrial landscape, participating organizations, and their security and
privacy requirements are very diverse. As such, different industrial scenarios
and information flows usually require individual solutions as we also showed
with our work on use case-specific SICs [33]. In particular, we relied on different
technical building blocks [39], applying both software- and hardware-based ones,
to provide organizations with reliable (security) guarantees. At the same time,
research best practices [20,36] encourage the reuse of previous work, and we
showed that reuse across domains or use cases may still be possible, potentially
with minor adaptations (e.g., exchanging production process parameters or
milling tool specifications [37]). These considerations motivated us to develop
ConfMod [41], a middleware that simplifies and standardizes a fine-grained
modeling of confidentiality requirements.

Based on these observations, the next step of the transformation is to standard-
ize SICs. To this end, one way may be to create a toolbox that captures different
(conceptual) approaches for collaborating securely among multiple, potentially
even mutually distrusting, organizations in a reliable and interoperable manner.
This toolbox can effectively hold approaches for various use cases and settings,
showcasing the breadth of SICs. By applying ConfMod, stakeholders can then
model their confidentiality requirements in a standardized and reusable represen-
tation to identify other use cases with similar constraints and eventually apply
(and adapt if needed) a well-known approach for their respective deployment.
In the future, ConfMod could (a) further contribute to ensuring that derived
deployments comply with competition laws and data protection regulations, and
even (b) derive accurate, legally-binding cooperation agreements that additionally
safeguard SICs. Both measures are likely to accelerate the real-world use of SICs.

Certainly, this SIC toolbox needs to evolve over time to account for the most
recent developments in terms of scale (with a growing WWL, approaches need to
scale accordingly [18,48]), technology (large-scale federated approaches are only
beginning to emerge [25,56]), and level of automation (while early collaborations
focused on comparing information, more sophisticated ones will autonomously
control processes [35]). For instance, we expect an evolution from bilateral SICs,
whose data is processed manually, to massively-federated, potentially cloud-based
SICs that exploit information more broadly—sourcing the entire ecosystem—in
an automated manner. Given the lack of dependable reliability guarantees so far,
organizations are still concerned with utilizing information from third parties
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without prior validation [35]. More advanced SICs may alleviate these concerns
and thus have the potential of increasing the share of autonomously utilizing
third-party-sourced information. We already see first attempts at utilizing and
advancing federated machine learning [10,19] and federated process mining [16,44].

Despite the shift toward large-scale SICs, considering the resource footprint of
collaborating (securely) is crucial. In particular, the security and communication
overhead is immense, such that stakeholders should carefully weigh whether the
additional resource usage is beneficial on a global scale. This question thus calls
for benchmarking criteria that capture this trade-off timely and accurately.

4.2 Global Signaling and Decentralized Information Dissemination

While the envisioned SIC toolbox will ease and secure collaborations, getting
notified of and finding relevant information is increasingly difficult due to the
exponential growth of global data. Additionally, increasing interdependencies
resulting from globalization can easily lead to ripple effects felt around the world,
as was evident when the Suez Canal was blocked by a ship in 2021 [31]. To realize
a truly global, sustainable, and adaptable WWL, efficient information exchange
is crucial to meet the growing demand for meaningful information flows. This
demand extends beyond merely establishing the flows but requires sharing signals
and information within rapidly changing networks of entities with increasing
scale and a high need for reliability and federation. Given these complexities, we
argue that current approaches, such as popular message brokers like Kafka or
basic data-sharing platforms, are inadequate: they lack semantic interoperability,
scale poorly across sovereign domains, and provide limited support for federation.
New methods are therefore required to enable a truly global, yet sovereign and
adaptable, exploitation of knowledge through massively networked information.

We propose to address the identified need via decentralized information
and event dissemination that can globally connect “data silos” and enable new
information flows, even across domains. In particular, we envision a meaningful
interweaving of information from diverse sources and stakeholders to ensure
all entities receive appropriate and up-to-date information at the right time.
Central to this concept is an embedded, decentralized signaling system inspired
by the human nervous system, offering two complementary modes of operation:
push (afferent) and pull (efferent). Unlike conventional message brokers, where
producers push opaque messages into a centralized system, our approach enables
semantically aware dissemination across sovereign domains. Information providers
can push updates into the system, which then dynamically routes them to relevant
recipients while accounting for transitive dependencies and potential ripple effects.
At the same time, entities are able to pull relevant information as needed, ensuring
both adaptability and sovereignty in global-scale information flows.

From a technical perspective, our dissemination framework relies on key
conceptual ideas of information-centric networking (ICN) [1], an approach that
fundamentally shifts networking to an information-centered view [30], enabling
hosts to query specific information from the network without needing to know
where exactly the information resides. Similarly, peer-to-peer-based approaches
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that utilize distributed hash tables, e.g., Chord [46], provide decentralized and
scalable structures that help in realizing the system in a sovereign and fault-proof
way. Beyond the fundamental signal and information exchange, we also consider
additional important aspects, such as security and information protection. For
example, we envision making use of attribute-based encryption (ABE) [7,60]
to safeguard information in flows and provide confidentiality. ABE allows for
selectively granting access without the need to specify individual recipients (per
message), instead relying on assigned attributes and carefully-crafted policies.
Similarly, we intend to use such concepts to restrict the spread of information and
to limit interests as much as possible. Overall, additional consideration of various
network and security attacks (and how to securely embed security protocols) is
needed to develop a system that protects against these threats.

4.3 Ad-hoc Compute Orchestration in Federated Cloud Continuum

The described signaling and information dissemination framework provides the
foundation for a vision of dynamic (ad-hoc), large-scale coordination across the
cloud—edge continuum. Rather than limiting its role to transporting raw data
and notifications in a globally-distributed network of independent organizations,
the framework can act as a control fabric that enables both information flows
and computational workloads to be steered to the right place at the right time.
By integrating computation into global data exchange, such an approach can
reduce unnecessary data movement, preserve privacy, and optimize the use of
limited compute and network resources distributed across the whole network [50].

In the cloud-edge continuum, workloads may be orchestrated vertically, across
heterogeneous edge environments and centralized cloud infrastructures, or fed-
erated horizontally, across independent organizations and providers, forming a
WWL. Deciding where and when to execute computation depends on multiple
criteria: proximity to data sources, availability of compute and network resources,
local energy conditions, and compliance with regulatory or organizational data
sharing policies [51]. All these conditions can be signaled and acted upon through
our event dissemination framework.

Globally-distributed workload placement offers several opportunities for ad-
vancing the federated cloud-edge continuum. For instance, computation can be
shifted closer to data sources to uphold sovereignty and security, or redirected
to regions with greener energy to minimize environmental impact [32], albeit
at the cost of increased network utilization and reduced control. Considering
the data-quality and quality-of-service requirements of applications, we can tune
different dimensions, including resource utilization, accuracy and timeliness of
results, and processing locality. For instance, through time-shifting execution,
operators can align workloads with fluctuations in renewable energy availability.
As a result, the carbon footprint can be reduced and different forms of efficiency,
including energy efficiency and resource utilization, can be jointly optimized,
although timeliness is lost [59]. Dynamic adjustments of the forwarding frequency
and data resolution can be used to allow for more specific runtime trade-offs.
Additionally, by reducing data volumes on the edge close to the data source, e.g.,
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Fig. 2. The three research directions directly build on each other. Standardized col-
laboration methods enable dynamic and interoperable signaling across organizational
boundaries, which is, in turn, the foundation for globally distributed processing pipelines.

by placing data stream synopses on the data path [42], the utilization of network
links toward the cloud can be reduced and, depending on the context, latency
can be improved. In this way, ad-hoc compute orchestration helps to dynamically
balance performance, sustainability, and sovereignty.

At a global scale, our signaling framework enables independent systems to
interoperate in flexible and spontaneous ways. Its capabilities allow participants
to advertise resources, data availability, or sustainability attributes, while simul-
taneously discovering and engaging with partners that meet their own quality,
trust, or policy objectives. As conditions evolve, e.g., when energy mixes change
or new data sources appear, our framework supports reconfiguring pipelines and
migrating workloads in an ad-hoc, on-demand fashion.

This vision positions our event dissemination framework as the backbone of a
vertically and horizontally integrated cloud—edge ecosystem. Coupling dynamic
data exchange with distributed workload orchestration enables global environ-
ments in which compute is actively steered toward globally optimal trade-offs
across performance, sustainability, quality, and sovereignty.

4.4 Continued Transformation: Converging Global Collaboration,
Signaling, and Optimization through Interoperable Data

In this section, we have highlighted a research agenda for the continued digital
transformation in production based on three directions, as we also summarize in
Fig. 2. An interoperable toolbox with adaptable methods for different settings
can provide the foundation for large-scale, standardized secure industrial collabo-
rations. These methods may be instantiated to move from rigid data exchange
between selected organizations within the WWL to dynamic and distributed ad-
hoc collaborations. The signaling of our event dissemination framework provides
the necessary communication infrastructure to dynamically connect independent
organizations at scale through interoperable information flows. Further, by build-
ing on cross-domain dataflows of our framework, we can globally distribute and
orchestrate workloads in a federated cloud-edge continuum. Here, exchanging
signals on available compute resources allows for ad-hoc optimization of global,
collaborative processing pipelines.
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Across all these efforts, two core themes emerge: First, sovereign infras-
tructures are a core pillar for globally-collaborative environments, safeguarding
sensitive processes and information in computation and sharing, building trust
between decentralized entities, and enabling secure and interoperable information
flows and processing pipelines. Second, the ability to dynamically adapt setups
based on given requirements is paramount for global optimization. A constant
trade-off between sustainability, information availability, and sovereignty across
independent systems is required to reduce energy consumption. For example,
data quality can be reduced through local processing, which also reduces the
communication frequency compared to centralized computation in the cloud.
Locally computing approximated results or offloading compute to a third party
can also optimize resource usage, including carbon emissions.

Through the previously described layers of industrial collaboration, event
dissemination, and compute orchestration, we identified key common objectives.

Common Goal: Providing security, sovereignty, and sustainability guaran-
tees through trust, adaptability, and optimization in knowledge-fused distributed
business ecosystems to improve production.

Realizing interoperability and trust in these global ecosystems requires com-
mon data formats and traceability of physical and digital resources, as well as any
applied transformations [6,14]. The Model(s)-in-the-Middle concept [21,49] can
contribute to standardized data-sharing structures and therefore interoperable
understanding of data across organizations. Building on top of these data models,
data structures like the digital shadows [29] or digital product records [45] can
contribute to the vision of a WWL in the future, by capturing traceable data
through the entire life cycle of physical and digital products across organizations.
In the future, such evolving records could log information on the initial manufac-
turing process and provenance of raw materials and their sustainability, but also
continuously collect usage and reuse information, integrating data sources from
various organizations along the supply and usage chain. Through standardized
data models, the proposed event dissemination framework could base forwarding
decisions on the content of product records and enable federated records by signal-
ing updates and usage information across organizations, providing the foundation
for higher-level applications built on a dynamic communication infrastructure
and interoperable and traceable data records.

Common Need: Interoperable data exchange formats and provenance infor-
mation relating to the history and origin of physical and digital goods.

5 Interplay with Higher-Layer Research Directions

By design (cf. Fig. 1), the research directions discussed in Sect. 4, concerning the
information- and network-centric perspective, influence higher layers and vice
versa. Specifically, we identify four main aspects of interplay.

First, information flows and relationships within the distributed business
ecosystem provide diverse input for sophisticated process mining activities. For
example, recent advances like OCPM [55,57] allow for conducting more accurate
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and holistic analyses concerning the design, maintenance, and evaluation of
data-to-knowledge pipelines, as required for the IoP. Relatedly, SIC, our event
dissemination framework, ad-hoc compute orchestration, and their associated
information flows add new deployment areas for state-of-the-art approaches of
the model-integrated AT layer, including federated process mining [56].

Second, compared to more traditional (process) optimization goals like produc-
tivity, product quality, or cost, the ongoing digital transformation in production
adds another dimension—sustainability (cf. Sect. 4.4). Applying this dimension
to process mining research could introduce a new optimization goal when looking
at processes and event logs [17], thereby shifting the focus away from traditional
control-flow perspectives. Made findings may even point out optimization poten-
tial for the lower layers as well. Ongoing activities already showcase the amplitude
of this dimension in general [17]. Any efforts taken should be equally translatable
to the lower layers, including the discussed future research directions.

Third, primarily concerning the data modeling layer, research should look
into how (matured) concepts known from process mining can help track where
information originates (and exploit this tracking), how it transforms, and where
it flows, ensuring end-to-end provenance within the entire business ecosystem.
In terms of our discussed research focus, corresponding activities are mainly
related to SIC and data ownership questions and their legal implications. By
addressing legal concerns and resolving uncertainties related to ownership and
liability in distributed data-to-knowledge pipelines, advances in this direction
may strengthen the perceived benefits of participating in the envisioned WWL.

Four, general feedback from and demands communicated by higher-layer
applications within this distributed ecosystem in terms of deadlines, quality (e.g.,
resolution or approximation potential), and all sorts of information security and
data sovereignty needs, including safeguarding data in transit and in use [28§],
introduce requirements for the lower layers. Accordingly, all concepts, designs,
and implementations need to take them into account as part of their evolution.

To conclude, we observe direct interplay of the different layers that we
introduced in Sect. 2 with varying implications for research and operation.

6 Conclusion

Based on the research roadmap by Brauner et al. [8], we set out to assess the state
of digital transformation in production. In this context, the Internet of Production
(IoP) is a prime example of a research initiative with strong ties to computer
science research, ranging from improved process-mining applications over the
conceptualization of Models-in-the-Middle to the application of novel processing
paradigms like in-network computing. Even though our assessment of the status
quo revealed significant advances (since 2022) in the ongoing transformation, we
still identified three major challenges that result in a call for action on information-
and network-centric research. First, we see the benefits of standardizing secure
industrial collaborations to eventually deploy it on a large scale within the WWL.
Second, we derive the need for a novel signaling mechanism that is able to reliably
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distribute information and knowledge among distributed stakeholders. Third,
we call for an improved cloud continuum concept that optimizes the placement
of computations. Thus, to continue the digital transformation in production,
these research directions must consider the trade-off between the availability of
data and sustainable operation while introducing diverse reliability, security, and
sovereignty guarantees into knowledge-fused distributed business ecosystems.
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