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 A B S T R A C T

Despite their significant added value in the context of consumer-oriented e-commerce, reputation systems 
have seen limited adoption in other business settings and models these days. Yet, reliable reputation scores 
are essential in such settings for easing the establishment of new business relationships—an aspect that 
is particularly crucial in dynamic supply chain environments, where business partners change frequently. 
Existing approaches, however, usually target other application domains and fall short in addressing the specific 
challenges of dynamic supply chains—especially with respect to reliability (incl. availability) and privacy 
preservation (incl. confidentiality). To close this research gap and to support novel directions in this important 
research area, we propose PRepChain, our highly-configurable approach that leverages fully homomorphic 
encryption and distributed competences to provide businesses with a versatile reputation-enriched ecosystem. 
PRepChain is specifically designed to operate in dynamic environments by also offering a trade-off between 
data availability and confidentiality guarantees. We make contributions in four primary directions: (i) It offers 
performant privacy preservation even in large-scale settings, (ii) ensures availability of computed reputation 
scores, (iii) seamlessly integrates with existing supply chain information systems, and (iv) in addition to 
subjective reputation scores, it also supports reliably-calculated, i.e., objective, ones, thereby strengthening the 
reliability of third-party-sourced information. Our evaluation of PRepChain documents its performance—based 
on a real-world use case—, security, and privacy preservation, hence, its applicability. We conclude that it is 
indeed destined for practical deployments in modern supply networks.
1. Introduction

Due to advances in digitalization and developments such as the 
Industrial Internet of Things (IIoT), traditional product-oriented supply 
chains are rapidly evolving into digitized and interconnected sup-
ply networks. In this context, sophisticated, data-driven supply chain 
information systems (SCISs) introduce amenities for businesses and 
consumers alike [1–3]. Relatedly, this accessibility of additional data 
also eases the otherwise complex establishment of new business rela-
tionships since businesses have a better foundation for their decision-
making. The growing demand for individualized products and related 
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small-batch production as well as more frequent disruptions in estab-
lished supply networks amplify this trend [4–7]. These circumstances 
lead to dynamic business environments [8,9].

Despite these developments, the full-fledged implications for next-
generation supply chain management approaches are still largely un-
known to date [10]. Certainly, trust is a vital aspect of (successful) 
business relations [11]: Given the extensive accessibility of information, 
new relationships are more frequently bootstrapped using reputation 
(scores) [9]. Surprisingly, while supply chain information systems and 
collaboration have evolved extensively in the recent past [12,13], rep-
utation systems for supply chain environments have not [14].  Existing 
technical solutions often lack important features or are tailored to 
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other domains [15–18]. Even modern data ecosystem architectures 
that primarily build on organizational security [19,20] still require 
significant evolution to provide sufficient confidentiality and privacy 
for reputation systems in practice. 

We thus identify a pressing need for reliable, privacy-preserving repu-
tation systems that are explicitly designed for dynamic supply chain en-
vironments. Such systems can improve resilience, support data-driven 
compliance with emerging regulations (e.g., the proposed European 
Supply Chain Act [21]), and foster reliability across organizations—
especially when deriving reputation from objective (IIoT) measure-
ments and information taken from SCISs. Accordingly, any supported 
aggregation mechanisms and models need to provide sufficient flexibil-
ity for privacy-preserving processing in these dynamic environments. 

Contributions. Our primary contributions are as follows. With 
PRepChain—Private and Reliable Reputation for Dynamic Supply
Chains—we are the first to present a sophisticated, distributed, multi-
agent reputation system that comes with technical guarantees to tackle 
the challenging requirements of dynamic supply chain environments. 
Its supported key features in dynamic environments are:

• support for objective and subjective ratings,
• integration with existing SCISs,
• (weighted) joining of voter and votee ratings,
• adaptive aggregation of ratings into reputation, and
• optional data availability guarantees,

while maintaining a privacy-preserving and scalable operation.  To un-
derline PRepChain’s configurability, we discuss several influences that 
impact the utility of reputation systems well beyond our own design. 
Finally, our highly-configurable approach fits to various (modern) use 
cases and settings with appropriate performance, security, and privacy 
preservation while also promising a scalable operation.

Open Science. We open-source our prototypical implementation of 
PRepChain to foster future research [22].

Organization. The remainder of this paper is structured as follows. 
First, in Section 2, we introduce the core concepts for this work. Second, 
in Section 3, (i)we outline the scenario along with related work, and 
(ii)based on this information, we then derive the research gap and 
compile a list universally-applicable goals. After presenting our design, 
PRepChain, in Section 4, we extensively evaluate its performance and 
security in Section 5. Finally, in Section 6, we discuss PRepChain’s 
limitations and utility before concluding the paper in Section 7.

2. Background

To set the stage for the remainder of this paper, we first outline 
our understanding of supply chain information systems, supply net-
works, and reputation systems in Section 2.1 to 2.3, respectively. This 
foundation is critical for understanding the characteristic requirements 
of reputation systems in (volatile) supply chains. Subsequently, in 
Section 2.4, we complement this foundation with a description of fully 
homomorphic encryption (FHE), a technical building block that is key 
for our design.

2.1. Supply chain information systems

In this paper, we refer to supply chain information systems (SCIS) 
to describe (parts of) business application systems that assist companies 
in efficiently managing their supply chains. Such systems enable the 
collection, processing, and analysis of data necessary for planning, 
monitoring, and controlling multifaceted activities within the sup-
ply chain [23]. These activities include aspects such as procurement, 
production, inventory management, distribution, and customer ser-
vice. SCISs help companies create transparency in their supply chains, 
improve communication among the various stakeholders, and make 
informed decisions [24].
2 
In practice, a SCIS is usually not a single proprietary system; rather, 
it is a compilation of relevant supply chain information that is avail-
able in specific operational application systems, such as enterprise 
resource planning (ERP), manufacturing execution system (MES), Sup-
plier Relationship Management (SRM), etc. [23,24]. This wide-ranged 
information serves as the foundation for planning, maintaining, and 
developing the supply chain [23]. Traditionally, the ERP system has 
been the primary source of information and the system where data 
is being stored, aggregated, and analyzed. However, nowadays, spe-
cialized business information (BI)-tools increasingly complement it to 
provide cross-system supply chain information [23]. Similarly, research 
also proposed several information-system designs that simultaneously 
manage, analyze, and store information of multiple businesses [1,25] 
to eventually improve higher-layer applications such as supply chain 
management (SCM) [8].

In the context of this work, the connection between reputation 
system and SCIS, therefore, refers to the interface to the corresponding 
business application system in which data relevant for determining 
reputation scores is available.

2.2. Supply networks

For this paper, we follow the discussion by Braziotis et al. [26] 
when defining the scope of supply chains and supply networks. Supply 
networks are essential for any (manufacturing) business to enable value 
creation. At a high level, they are associated with the tasks of produc-
tion and exchange of goods, as well as the management of the related 
information and financial flows. More specific tasks of SCM include the 
design of supply networks, including supplier selection, collaborative 
planning, tracking, tracing, and sharing of product information [8]. As 
companies operate in increasingly volatile environments, collaboration 
and supply networks are subject to constant change and evolution [27].

For example, Rolf et al. [28] identify uncertain markets, disrup-
tions, and fluctuations in demand and supply as main drivers for 
dynamic network design. Although long-term partnerships remain a 
crucial element in fostering effective collaboration along the supply 
chain, more agile approaches to supply network design are needed. In 
this context, digitalization of supply chain management is regarded as 
a key enabler [27], facilitating the rapid reconfiguration of networks 
and thereby leading to long-term resilience.

Especially in dynamic environments, finding reputable and trust-
worthy business partners is a major challenge [8,9]. A commonly-
chosen attempt to address this challenge is the use of reputation 
systems that provide insights into the past performance of potential 
suppliers (and customers). They are based on the data taken from SCISs, 
and derived metrics such as on-time delivery or quality performance 
of suppliers support the data-based decision-making. However, cross-
enterprise reputation systems are scarce in supply networks, limiting 
the availability of reliable, objective reputation. Moreover, enterprise-
internally, subjective information that feeds reputation scores often 
predominates [29].

Next, we thus discuss the diversity of reputation systems while 
considering their fit for supply chains.

2.3. Reputation systems

Reputation systems constitute a distinct type of information systems 
(potentially multi-agent), which serve and maintain reputation scores 
of participating entities, e.g., businesses. In addition to consumers 
rating businesses (e.g., on Amazon), other reputation systems target 
settings where businesses rate each other [30]. Gurtler and Goldberg 
[30] also distinguish different forms of reputation directionality (who 
rates whom). Given the broad range of chosen terms in literature, we 
briefly introduce our understanding next.

We refer to a single vote as rating 𝑟. Voters submit such ratings to 
influence the reputation score 𝑆 (the aggregation of submitted ratings) 



J. Pennekamp et al. Future Generation Computer Systems 175 (2026) 108024 
Fig. 1. In supply networks, reputation systems should guarantee anonymity and 
unlinkability for voters and votees, as well as inquiring and inquired businesses.

of another participant; in this context, the votee. To later retrieve the 
reputation score of a business, i.e., the inquired, the inquirer queries the 
reputation system. We visualize the different entities and their roles in 
Fig.  1.

In practice, different types of aggregation modes exist [31], i.e., 
the process of updating a reputation score once a new rating has 
been received. These aggregation modes range from simple calculations 
of the mean over purely monotonic updates to more sophisticated 
Bayesian models, offering varying flexibility for the expressibility of 
reputation scores. Depending on the processing of a rating 𝑟, models 
can be either voter-agnostic or voter-conscious (considering the voter’s 
reputation score as well) [30]. Further, reputation scores are usually 
limited to a specific range or set of values, which might also introduce 
restricted visibility or limited durability [31]. Lastly, the majority of 
systems feature liveliness [31], i.e., scores do not reach a final state 
and remain updatable.

Especially in business settings, confidentiality and privacy are criti-
cal when dealing with reputation systems, especially, for practical, real-
world deployments. So-called privacy-preserving reputation systems 
attempt to address corresponding requirements; the most important 
properties being [30,31]: (i) voter–votee unlinkability, (ii) two-vote un-
linkability, (iii) anonymity of votee, voter, and inquirer, (iv) reputation–
usage unlinkability, i.e., not strictly linking entities with their reputation 
score, and (v) exact reputation blinding, i.e., hiding exact reputation 
scores (only providing rough orientation). Fig.  1 concisely captures 
them in the context of different roles and phases of a reputation system.

Depending on the setting and threat model (more in Section 3.2), 
operators and participants face risks with different severity and impor-
tance [14,31]: At large, they range from, e.g., entity collusion, data 
manipulation, reputation tracking, over Sybil attacks, ballot stuffing, 
bad-mouthing, whitewashing, oscillation, and random ratings to free 
riding. Given their broad range and differences, each threat must be 
considered individually and oftentimes requires a dedicated mitigation 
strategy.

In this light, Gurtler and Goldberg [30] argue that addressing all 
desirable properties of reputation systems at once is challenging while 
calling for follow-up research. Hasan et al. [31] second this statement 
by arguing that rating confidentiality and user privacy are conflicting 
goals. Thus, in this paper, we explore which confidentiality and pri-
vacy guarantees are achievable in reputation systems that have been 
designed specifically for supply chain environments.

2.4. Preliminary: Homomorphic encryption

More foundationally, we now introduce homomorphic encryption 
since our proposed design, PRepChain, relies on this technical building 
3 
block to ensure the confidentiality of handled ratings and reputation 
scores.

Fully Homomorphic Encryption (FHE) relies on homomorphic 
properties of special cryptosystems that allow for operations on the 
ciphertext to also be reflected in the ‘‘underlying’’ plaintext [32]: That 
is, FHE enables computations directly on encrypted data (without the 
need for decryption). Cloud computing and machine learning particu-
larly contribute to the utilization of FHE. With FHE schemes differing 
in the supported operations, data types (e.g., Booleans, integers, or 
approximated reals), and computational overhead [32]. Which scheme 
to choose ultimately depends on the use case requirements at hand.

We suggest to rely on CKKS [33] in PRepChain to enable com-
parably accurate and performant computations on rational numbers. 
This way, reputation scores remain flexible and expressive, i.e., offer 
great utility for higher-layer applications. With FHE, competences in 
data handling can be distributed while preserving information privacy 
and confidentiality, i.e., different entities can perform operations on 
encrypted information without gaining additional insights, offering 
desirable properties for reputation systems.

3. Scenario and desired properties

Now, we first discuss related work in Section 3.1 before outlining 
the threat model that we consider as part of our research in Section 3.2. 
Based on the content presented so far, in Section 3.3, we then out-
line the research gap and express four crucial design properties of 
reputation systems for practical use in supply chains.

3.1. Related work: Supply chain reputation

Establishing novel business relationships highly depends on trust—a 
well-known fact to businesses and research—such that the importance 
of a business’ reputation grows in the light of flexible and short-
lived supply networks [9]. Apart from various studies on e-commerce, 
e.g., Hendrikx et al. [34],Shi et al. [35],Zhou et al. [36], recent work 
also looks into the value and pitfalls of reputation systems in business-
to-business settings [9,37,38] as well as reputation-aware supplier 
selection [39]. Generally, we observe that several surveys [30,31] 
study the multitude of general-purpose reputation systems, focusing on 
conceptual differences and privacy preservation.  We refer to Table 1 
in [30,31], and [14], respectively, for details on technical foundations, 
privacy, and trust requirements. These works emphasize desirable prop-
erties and showcase the challenges of simultaneously fulfilling them. 
However, barely any research considers the specific challenges that 
supply chain environments introduce [14], despite a general acknowl-
edgment of challenges such as rating fairness and objectivity as well as 
the required trust into a reputation platform [40].

In this light, recent, previously unsurveyed, work [41,42] also 
explores the benefits of monetizing participation in reputation systems 
using blockchain technology. While relying on blockchain technol-
ogy removes the requirement for trust in the reputation platform 
provider [40] and further mitigates risks regarding data loss and 
fraud [36], its distributed and open nature amplifies challenges regard-
ing, e.g., scalability, privacy, and information availability. Different 
from a blockchain-based realization, PrivBox [43] addresses these 
challenges for e-commerce by utilizing homomorphic cryptography to 
protect individual ratings in a distributed setting while still relying on a 
centralized marketplace to authorize and preserve (partially encrypted) 
ratings.

Attentively, Bader et al. [14] point out that even state-of-the-art 
(privacy-preserving) reputation systems do not adequately account for 
these unique needs modern supply networks introduce (i.e., privacy 
and availability, among others). We thus conclude that additional 
(interdisciplinary) effort is needed to bring mostly theoretical advances 
from computer science to practical applications in supply chain envi-
ronments for future use.
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3.2. Threat model in the targeted business setting

Just like related work in the area [14], in our research, we consider 
malicious-but-cautious attackers [44]. Under this threat model, entities 
can misbehave in every possible way as long as they do not leave 
any evidence of their misbehavior, permitting local protocol deviations. 
Likewise, entities may also collude as long as they do not leave any 
(publicly-verifiable) trace of such a collusion. We assess that this choice 
is reasonable since all involved businesses are driven by the strive for 
profits while still being bound by legislation and to specific jurisdic-
tions. This way, we have to consider a broad range of realistic threats 
while ruling out threats that are unrealistic in business settings like 
apparent collusion.

3.3. Research gap and corresponding goals

While general-purpose reputation systems introduce several setting-
independent (confidentiality) requirements, our considered scenario of 
offering privacy preservation in dynamic supply chain environments 
adds complementary needs and constraints. We first surveyed related 
work and subsequently discussed the situation and our findings with 
supply chain experts. This approach allowed us to explicitly tailor our 
list of properties to dynamic supply chain environments. For reference-
ability, we grouped them into four key properties, as we detail in the 
following.

P1 : Genuine Operation.  Any reasonable design must (reliably) 
provide the key functionalities of a reputation system (cf.  Section 2.3). 
Only authentic scores and ratings should be processed, handled, and 
returned by the reputation system to make its operation genuine. On 
a technical level, this need boils down to a form of authorization 
(including access control) as well as integrity-protected information 
flows between the involved entities.

P2 : Secure Operation.  This second property slightly conflicts
P1 because it mandates that submitted ratings and scores, as well as 
the relationships of participants, are not publicly accessible, seemingly 
impairing a genuine operation. Thus, appropriate measures are needed 
in practical designs. More in detail:

P2a: Privacy.  Especially business environments mandate that the 
participants’ behavior and their relationships remain private to pro-
tect business secrets and allow them to maintain their competitive 
advantage. Consequently, any system must provide unlinkability and 
anonymity features while simultaneously ensuring privacy of relation-
ship as well as unlinkability of ratings (cf. Fig.  1).

P2b: Confidentiality.  Extending the previous thoughts, ensuring 
confidentiality of ratings and scores is also key for any deployment 
in business settings since they capture highly-sensitive and private 
information.

P3 : Accurate Operation.  Closely related to P1, and in conflict 
with P2 (building blocks for confidentiality and privacy-preservation 
might negatively impact the precision of computed results), is the need 
for accurate operation. That is, ratings and aggregated scores should be 
as accurate as needed for the respective use case. Otherwise, they lose 
their value for higher-layer decision-making, e.g., for SCM.

P4: Applicability.  This property is mostly unique to the presented 
motivation (cf.  Section 1): First, any design must be compatible with 
dynamic supply chain environments and their frequent changes of 
business relationships, which also includes the risk of unresponsive 
entities (e.g., non-complying or defunct businesses). In this regard, 
reputation scores should remain available to ensure a reliable and 
dependable operation at all times.  Second, again considering the 
setting, any proposed system has to scale to the size of modern supply 
networks—an aspect with increasing importance, given the expected 
dynamism in such environments. Third, the setting stresses the need 
for strictly authentic ratings (reliability), emphasizing P1. Finally, to 
ensure compliance with different deployments and their individual 
needs, the handled scores and the supported aggregation functions 
4 
must offer sufficient granularity. Jointly, these aspects contribute to 
the property of applicability, which has not been considered by related 
work in full (cf.  Section 3.1). 

Real-time Requirements. The first two aspects of P4 further raise 
the question about real-time requirements concerning the processing 
of ratings and the inquiry of reputation scores. After discussing with 
domain experts, we concluded our considered scenario does not come 
with such tight requirements: Given that reputation scores consists of a 
large number of ratings in business settings, a single rating is unlikely 
to extensively impact the aggregated reputation score. This aspect 
aligns with related work, targeting other domains, since they frequently 
implement threshold-based rating aggregations, which introduces a 
certain delay in processed ratings by design. Hence, delays in the voting 
process are acceptable. Moreover, in business settings, operational deci-
sions regarding sourcing as well as other long-term decisions are rarely 
made at the last minute. Businesses carefully consider their options, i.e., 
they have a certain leeway until they have to reach a decision. Thus, 
the inquiring process does not mandate tight processing requirements 
either. 

Implicitly, and after discussing with domain experts, we are further 
convinced that meaningful approaches should satisfy these properties 
largely by providing technical guarantees since ‘‘organizational secu-
rity’’ [20] is unfit for use in the defined threat model (cf.  Section 3.2) 
as well as for any setting with mutually distrusting (business) entities.

Research Gap. Based on our literature review on existing repu-
tation systems and the supply chain-specific needs for technical en-
forcement of system properties, we find a lack of reliable and privacy-
preserving reputation systems that are applicable to the flexible envi-
ronments of supply chains while further providing technical guarantees 
at real-world scales. Existing research for other domains offers various 
approaches for achieving the desired properties. However, the unique
combination of requirements and desired properties reveals the research 
gap for achieving reliable business reputations in dynamic supply chain 
environments. 

Takeaway.  The manifested lack of (convincing) reputation systems 
for supply chains (cf. Section 3.1) paired with the setting-specific require-
ments (P4) reveal a research gap despite the importance of having the 
corresponding functionality available (cf. Section 1).

4. PRepChain: Private and reliable reputation for dynamic supply 
chains

To close the outlined research gap, we designed PRepChain, our 
FHE-based approach to provide a versatile privacy-preserving reputa-
tion system, which is specifically tailored to use in dynamic supply 
chain environments (P4), irrespective of the exact requirements. This 
novel multi-agent information system further accounts for sophisti-
cated privacy and confidentiality requirements (P2) without neglecting 
well-known desires like a reliable operation (P1).

To introduce PRepChain’s key functionality step by step, we first 
present a design overview in Section 4.1. In Section 4.2, we then 
outline the involved entities and their responsibilities before discussing 
the system’s voting and inquiring processes in Section 4.3. Finally, we 
summarize how PRepChain advances the state of the art in Section 4.4.

4.1. Design overview

PRepChain builds on several core principles to achieve the goal of 
proposing a supply chain-oriented reputation system. First, it utilizes 
fully homomorphic encryption and a distribution of competences across 
different entities (Fig.  2), separating ratings and scores from the key 
material, to satisfy the need for confidentiality (P2a). Likewise, to 
offer the desired level of privacy (P2b), namely voter–vote unlink-
ability and two-vote unlinkability, PRepChain relies on the use of 
pseudonyms and (distributed) aggregation engines to process submit-
ted ratings. Pseudonyms prevent the tracking of rating and inquiring 
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Fig. 2. PRepChain follows the concept of distribution of competences to assure 
reliability, security, and accountability of information. Thus, businesses have to interact 
with multiple independent entities during the voting and inquiring processes.

Fig. 3. The integration with existing supply chain information systems enables 
PRepChain to efficiently consider subjective and objective information for ratings. 
Objective rating aspects can be based on contract data, payment proofs as well as 
information from trusted sensing [45,46].

patterns. They are generated by the pseudonym manager, which si-
multaneously implements a form of access control. They represent 
an anonymous-yet-entity-bound variant of tickets [30] or tokens [31]. 
Specifically, PRepChain further sources information from existing SCISs 
that capture business interactions to only permit (authorize) ratings 
for actual business transactions (P1). We further stipulate a threshold-
based aggregation at the reputation manager to prevent reputation 
tracking, i.e., the score 𝑆𝐸 is updated once 𝑘-many new ratings have 
arrived.

Altogether, PRepChain features a hybrid architecture that utilizes 
conceptually centralized reputation and key managers to safeguard 
(encrypted) reputation scores while ensuring their availability (P4). 
Moreover, a centralized reputation manager ensures consistency of the 
reputation scores, i.e., we achieve global visibility, which is favorable 
in business settings.

Finally, our voter-conscious design offers significant flexibility in 
terms of the applied aggregation model: (i) how to ‘‘join’’ voter and 
votee ratings at the aggregation engine and (ii) how to update (retriev-
able) reputation scores at the reputation manager once the threshold of 
𝑘 ratings has been reached. The former also provides us with the ability 
to weigh ratings depending on the reputation of voter and votee. Due to 
this flexibility, PRepChain can be configured to operate as simplex, half- 
5 
or full-duplex [30] reputation system. Overall, its aggregation model is 
only constrained by the underlying FHE cryptosystem; i.e., in theory, 
every operation is computable [32]. Further, scores are commonly non-
monotonic if not altered by a specifically tailored model. Additionally, 
since PRepChain implements a vector-based approach (range of Q), we 
offer support for objective and subjective ratings as well as liveliness 
per feature (Fig.  3).

In Section 5, we discuss our evaluation results of PRepChain’s 
performance and security to stress its conformance with P2 and P4. 
Likewise, given its reliance on FHE, we will further carefully examine 
the precision of calculated computations to ensure P3. For now, we 
focus on PRepChain’s design in more detail.

4.2. Involved entities and their roles

Moving on, we introduce the different entities in our design as well 
as their responsibilities. We sort them by their order of appearance 
when a voter submits a rating.

Participant(s). Depending on the current task at hand, businesses 
take different roles when interacting with PRepChain: Regarding the 
voting process, a participant is either a voter or votee. The former not 
only submits the encrypted rating 𝑟𝐸𝑟  but also forwards the encrypted 
rating 𝑟𝐸 that has been processed by the aggregation engine to the 
reputation manager. By submitting 𝑟𝐸𝑒 , the votee may also contribute 
to this processed rating. Then, as part of the inquiring process, we 
distinguish between inquirer and inquired. During operation, these 
entities interact with the other entities as needed (cf.  Section 4.3).

Participants may leverage different approaches, including objective 
and subjective ones, to collect or sense data that is used to come up 
with ratings. Given that this data is usually pre-processed in one way or 
another, i.e., the voting process is decoupled from the data collection, 
constrained devices do not have to interact directly with PRepChain. 
Instead, the voting process (just like the inquiring process) is expected 
to be processed through a server under the control of the respective 
participant. Thus, we consider the support of lightweight sensors or 
edge devices to be experimental matters that exceed the requirements 
of typical deployments. Regardless, advances in the area of trusted 
sensing [46] show that a lightweight processing of (objective) data is 
possible, with the concept being compatible to PRepChain. 

Pseudonym Manager. This entity is crucial for supporting access 
control and authorization in PRepChain, and thus, it is likely supposed 
to be linked to existing SCISs. This way, it can assess whether a 
pseudonym should be handed out for a specific business relationship or 
transaction (authorization). In real-world deployments, it may further 
confirm the authenticity of businesses (i.e., participants) by interacting 
with responsible government entities, e.g., using data from company 
registers. We consider its exact realization out of the scope of this paper 
because it does not have implications for the remainder of the design.

Key Manager. As outlined in Section 4.1, we rely on a distribution 
of competences. That is, PRepChain separates the key material from 
encrypted data. Hence, the key manager is essential to ensure confi-
dentiality. Then again, handling parts of the key material (incl. certain 
decryption keys) provides the desired level of availability, which is 
needed in light of rapidly developing and changing supply chain en-
vironments. PRepChain’s availability guarantees can be improved by 
weakening the security property (cf.  Section 6.2). In this case, the key 
manager also possesses the FHE decryption keys. Irrespective of this 
configuration, during the inquiring process, the key manager is further 
crucial to prevent the reputation manager from decrypting the relayed 
scores (cf. Section 4.3.2). In our design, it is conceptually centralized, 
i.e., in practice, its responsibilities for specific entities may also be 
partitioned across multiple independent key managers.

Aggregation Engine(s). This entity joins the encrypted voter’s and 
votee’s ratings (𝑟𝐸𝑟  and 𝑟𝐸𝑒 ) into a single encrypted rating 𝑟𝐸 and thus 
ensures unlinkability of ratings, i.e., it shields their relationship from 
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the other entities. PRepChain’s security guarantees build on the exis-
tence of multiple independent aggregation engines to prevent a single 
aggregation engine from observing all relationships as well as having 
access to all ratings. Voters can arbitrarily choose different aggregation 
engines. Since all ratings are encrypted under FHE, the aggregation 
engines can aggregate the provided values while being oblivious of 
their values and the result, ensuring the required confidentiality.

Reputation Manager. The conceptually-centralized reputation man-
ager (which also allows for partitioned responsibilities) ensures avail-
ability of the participants’ reputation scores. Due to the lack of de-
cryption keys, it is oblivious of the stored reputation scores, i.e., it 
cannot track any scores (observing the frequency and patterns of newly 
arriving ratings is possible, though). During operation, the reputation 
manager performs the threshold-triggered processing of 𝑘 ratings 𝑡𝐸𝑖
into the ‘‘long-term’’ score 𝑆𝐸 . Moreover, as part of the inquiring 
process, it further serves as a relaying proxy to separate inquirer and 
inquired.

Jointly, these entities shape the information flows of PRepChain, as 
we outline in the next subsection.

4.3. Core functionality: Sequential steps

In reputation systems, we distinguish between two main processes. 
First, in Section 4.3.1, we detail how a voter submits a rating that 
is eventually persisted in the votee’s reputation score. Afterward, in 
Section 4.3.2, we outline the order of steps when an inquirer retrieves 
the reputation score of an inquired when using PRepChain.

4.3.1. Voting process
The voting process in PRepChain is triggered by a voter who is 

interested in submitting her rating of another business, i.e., a votee. By 
design, each rating and reputation score is a finite vector, containing 
both objective and subjective entries (for both, the number of entries 
is chosen from N0). Hence, depending on the use case, configuring 
only objective or only subjective entries is supported as well. However, 
the latter choice would sacrifice the benefit of PRepChain supporting 
objective ratings and reputation scores.

1 Voter acquires a pseudonym PDM (i.e., access token) from the 
pseudonym manager

2 Voter retrieves votee-specific FHE public key 𝑘𝐸𝑒  from the key 
manager (the votee generates a new key pair if it is the first rating 
for him and submits the public key to the key manager)

3 Voter encrypts her rating 𝑟𝑟 to 𝑟𝐸𝑟  using 𝑘𝐸𝑒
4 Voter retrieves the votee’s current reputation score 𝑆𝐸

𝑒  from the 
responsible reputation manager (if a reputation score is already 
available)

5 Voter forwards ⟨PDM, 𝑟𝐸𝑟 , 𝑆
𝐸
𝑒 ⟩ to an aggregation engine of her 

choice for further processing
After these steps, the selected aggregation engine continues the 
process by handling the submitted rating.

6 Aggregation engine retrieves the voter’s score 𝑆𝐸
𝑟  from the repu-

tation manager using the pseudonym
7 Optional Step: Votee may share an (objective) self-rating 𝑟𝐸𝑒  with 

the aggregation engine
8 Aggregation engine joins both ratings 𝑟𝐸𝑟  and 𝑟𝐸𝑒  into a single 

rating 𝑟𝐸 ; the exact details depend on the aggregation model; the 
reputation scores 𝑆𝐸

𝑟  and 𝑆𝐸
𝑒  may also serve as weights in this 

step
9 Aggregation engine signs the result (𝑟𝐸) and sends it to the voter
10 Voter has received proof of the processed rating and forwards it 

to the reputation manager
11 Reputation manager treats 𝑟𝐸 as 𝑡𝐸𝑖  and aggregates it into 𝑆𝐸

𝑒  once 
the threshold of 𝑘 new ratings has been reached

This processing by the reputation manager concludes the voting 
process of a rating in PRepChain.
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4.3.2. Inquiring process
This process is triggered once an inquirer is interested in obtaining 

the reputation score of a business, i.e., the inquired business. Again, all 
scores are vectors and thus feature multiple entries.

1 Inquirer acquires a pseudonym PDM from the pseudonym man-
ager

2 Inquirer requests the inquired’s reputation score 𝑆𝐸
𝑑  from the 

reputation manager using PDM for anonymous authentication
3 Reputation manager requests the encrypted FHE secret key 𝐸ℎ(𝑘𝐸𝑑 )

from inquired
To appropriately protect the secret key during transit, PRepChain 
encrypts 𝑘𝐸𝑑  by utilizing a fresh temporary key pair ℎ that is served 
by the key manager.

4 Inquired retrieves a fresh encryption key ℎ from the key manager
5 Inquired encrypts her secret key 𝑘𝐸𝑑  using the encryption key ℎ to 

obtain 𝐸ℎ(𝑘𝐸𝑑 )
6 Inquired sends 𝐸ℎ(𝑘𝐸𝑑 ) to the reputation manager
7 Reputation manager shares this encrypted key 𝐸ℎ(𝑘𝐸𝑑 ) and repu-

tation score 𝑆𝐸
𝑑  with the inquirer

This relaying approach ensures the separation of inquirer and 
inquired (privacy of relationship).

8 Inquirer requests the corresponding decryption key for ℎ from the 
key manager

9 Inquirer decrypts the inquired’s FHE secret key using the re-
quested key to obtain 𝑘𝐸𝑑

10 Inquirer decrypts the inquired’s reputation score 𝑆𝐸
𝑑  using 𝑘𝐸𝑑

After completing this process sequence, the inquirer has access to 
the inquired’s current reputation score.

4.4. Advancing the state of the art

When comparing our design, PRepChain, with the state of the art, 
we identify several aspects that advance the field.

First, while privacy preservation is a well-known aspect in liter-
ature [30,31] (Section 3.1), we are the first to propose a privacy-
preserving reputation system that is tailored to dynamic supply chain 
environments and their specific properties (Section 3.3). Second,
PRepChain exercises great care in ensuring the availability of rep-
utation scores—an aspect related work did not consider isolatedly. 
Prior work rather distinguished between centralized and decentralized 
approaches without considering the availability of reputation scores. 
Overall, our design does not store them locally with the partici-
pants; instead, the conceptually-centralized reputation manager records 
them. In Section 6.2, we later discuss how the mode of deployment 
(PRepChain supports two) influences the availability of reputation 
scores in scenarios where businesses might also be ‘‘leaving’’ the 
ecosystem.

Third, due to our focus on supply chain environments, we further 
integrate existing SCISs into the regular operation of our design. This 
way, PRepChain can extract reliable information about business rela-
tionships or transactions, allowing the pseudonym manager to check 
whether authorization for voting should be granted or not. Lastly, we 
account for differences in the reliability of processed ratings by distin-
guishing objective (e.g., by using trusted sensing [46]) and subjective 
information (sources). To the best of our knowledge, these last two 
aspects have not yet been considered by related work at all, i.e., given 
these specific features, this paper is advancing the field beyond the 
proposed design.

The design choices we made to accommodate joining voter and 
votee ratings and weighing ratings during aggregation into reputation 
scores required us to utilize FHE, as we have hinted at in Section 2.4. 
Less powerful homomorphic schemes like partially homomorphic en-
cryption (PHE) [32] do not support a sufficient number of operations. 
As a result, a PHE-based PRepChain (cf.  Section 6.2) could not support 
the aforementioned expressive weighting of ratings at different stages 
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of the voting process. Similarly, other design variants would introduce 
other disadvantages. Secure multiparty computation-based designs, in-
cluding those protocols that build on threshold cryptography, would 
introduce significant drawbacks in terms of the data availability con-
cerning both ratings and reputation scores alike paired with increased 
protocol complexity, potentially even reducing the observed perfor-
mance and scalability. However, given the focus on dynamic supply 
chain environments, data availability is paramount. Thus, for the mo-
ment, we see benefits in pursuing a comparably easy-to-comprehend 
design like PRepChain. Nonetheless, future work may explore other 
avenues for satisfying the outlined properties (cf.  Section 3.3); our 
research insights may come in handy in this endeavor. 

Takeaway.  By distributing competences among entities, using
pseudonyms, and relying on FHE, PRepChain considers the privacy and 
confidentiality needs of businesses (P2). Its ticket-based approach, as 
well as the support for objective and subjective ratings, contribute to a 
genuine operation (P1). PRepChain is specifically suited for application in 
dynamic supply chain environments (P4) since relevant data is available at 
conceptually-centralized entities. 

5. Evaluating PRepChain

Complementing the design, we now focus on the practical feasibility 
of PRepChain, primarily from a technical point of view. To this end, 
we give details on our proof-of-concept realization in  Section 5.2 
and detail our experimental setup in Section 5.2. Subsequently, in 
Section 5.3, we show that PRepChain is suitable for practical use in 
supply chain environments (P3 and P4). Moreover, in Section 5.4, 
we discuss its confidentiality and privacy guarantees (P2). Hence, we 
first focus on the technical (security) guarantees we can achieve and 
which overhead PRepChain introduces. Finally, in Section 5.5, we 
complement this evaluation by assessing the (improved) situation in 
a real-world setting.

5.1. Implementation

To evaluate PRepChain in detail, we implemented a prototype in 
Python, which is publicly available [22]. This implementation is a 
means to assess our design’s feasibility and is not intended to serve as 
the foundation for a production-ready deployment, i.e., we refrained 
from optimizing the architecture and performance of our prototypical 
realization.

Implementation.  We rely on MongoDB [47] as data storage and 
use the FHE cryptosystem CKKS [33], specifically through the Python 
library Pyfhel [48], with the default parameters, which offers an API 
to SEAL [49]. For improved convenience, we encode transmitted data 
and ciphertexts in JSON. In the querying process, our implementation 
uses an efficient hybrid encryption construction based on Fernet [50] 
(symmetric) and RSA [51] (asymmetric). 

Our prototype implements three main components. The first com-
ponent automates the rating and query processes, handling input for 
voters, votees, and ratings. The second component simulates user in-
teraction through an interface, processing user actions via RESTful 
API calls. The third component implements the remaining entities 
using Flask [52] and RESTful APIs. In our prototype, the votee runs 
on a Flask server while the voter interacts with it via API calls. A 
dedicated script initializes the different components and prepares the 
required databases, ensuring that new operations start from scratch. 
Our implementation is currently compatible with Linux (Ubuntu 22.04) 
and Windows (10), promising deployability, flexibility, and scalability.

Deployment. We realized PRepChain with good usability in mind. 
This intention includes providing a simple setup. Any deployment of 
PRepChain only involves configuring the database, setting up the Flask 
server, and securely realizing the key management to prepare for the 
intended encryption. However, in real-world deployment, integration 
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with existing SCISs is also required. This aspect results in company–
individual configurations and adaptations, adding minor complexity. 
In the long run, we expect that standardization and interoperability 
approaches will improve the situation. As we detail in Section 5.3, 
the overhead introduced by PRepChain is moderate. Moreover, our 
implementation does not come with specific hardware requirements.

When compared to an insecure design, FHE introduces signifi-
cant computational overhead, leading to prolonged execution times 
and higher CPU load [53]. Comparisons of state-of-the-art FHE li-
braries [54–56] indicate minor potential for optimizations since they 
highlight the benefits of selecting the most suitable FHE implementa-
tion. We leave corresponding considerations for future work and now 
focus on assessing PRepChain’s general feasibility instead.

5.2. Experimental setup

For our assessment of PRepChain, we also evaluate its performance 
on a dedicated machine against a real-world use case from industry, 
looking into its potential for deployment.

Experimental Setup. We evaluate PRepChain’s performance on 
a single server (Intel Xeon E5-2620v2 with 16GB of memory). 
Specifically, all entities run on said server. In practice, their operation 
would be distributed across different organizations. We repeat each 
measurement 20 times and further provide 99% confidence intervals 
in the following.

Real-World Use Case. We also conduct an evaluation that utilizes 
a real-world use case. Specifically, our real-world-oriented evaluation 
sources data from a manufacturing company with different granularity. 
It comprises data from a SCIS as well as sensor data from the shopfloor.

The company is a contract manufacturer with a frequently changing 
production program. Consequently, the supply network is very dy-
namic, with frequently changing customer and supplier relationships. 
The data under (technical) evaluation comprises ERP data that is 
created during business transactions such as incoming and outgoing 
goods bookings, purchase orders, and invoices. This broad data allows 
reputation scores to be generated for up- and downstream material, 
financial, and information flows. From the supply network perspective, 
the company can represent both the customer and supplier side, i.e., 
to imitate a real-world deployment. Furthermore, raw data from the 
shopfloor originates from sensors of a band saw, allowing an evaluation 
of the actual production process. From a business perspective, the 
retrieved reputation scores (for, e.g., on-time delivery or quality per-
formance) can eventually be applied to support data-driven decisions 
for supplier selection and performance measurement in dynamic supply 
chain settings.

Given our focus on the technical feasibility in this paper, we now 
discuss this dimension in more detail. The corresponding performance 
measurements later serve as the foundation for discussing the business 
dimension, particularly its value for SCM and decision-making. Alto-
gether this real-world use case provides us with 8 unique (reputation) 
features, i.e., 𝑛 + 𝑚 = 8 (cf. Fig.  3), for our evaluation.

5.3. Performance and accuracy evaluation

Moving on, we first measure the computational performance of both 
voting and inquiring processes (Sections 5.3.1 and 5.3.2) to give insight 
into PRepChain feasibility. Moreover, we present the network demand 
and storage requirements for each entity (cf. Table  1) to complement 
the runtime measurements. Afterward, in Section 5.3.3, we discuss 
PRepChain’s scalability and encryption-induced precision.
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Fig. 4. In the simpler case (initial rating), the aggregation at the reputation manager 
accounts for most of the processing. In the recurring case, with existing reputation 
scores, handling these scores adds complexity. Still, the processing concludes quickly.

Fig. 5. Computationally, the inquiring process mostly burdens the inquirer and 
reputation manager.

5.3.1. Voting process
First, we evaluate all relevant steps of the voting process that might 

involve computationally expensive operations. In Fig.  4, we detail 
the best- and worst-case situations: For the best case (initial), neither 
voter nor votee have any previous reputation, reducing the number 
of processing steps. For the worst case (recurring), their previous rep-
utations is being processed as part of the voting. The complexity of 
the initial case is dominated by the initial processing of FHE keys as 
part of Step 11 . For subsequent ratings (recurring), retrieving the 
votee’s reputation score (Step 4 ) adds significant processing. Since 
the duration of the voting process is below 11 s, we conclude that 
PRepChain performs adequately for real-world use, where individual 
transactions usually exceed minutes. Thus, in real-world deployments, 
ratings are being submitted less frequently.

5.3.2. Inquiring process
In contrast to the voting process, the complexity of the inquiring 

process is dominated by the operations performed by the inquirer and 
the reputation manager (Fig.  5), barely adding load to the inquired 
and key manager. Specifically, the aggregation of reputation scores 
(Step 2⃝) and relaying key material (Step 7 ) burden the reputation 
manager. Caching aggregated results for subsequent queries could even 
reduce the load on the reputation manager.

 Based on our evaluation of a real-world use case from industry, we 
conclude that PRepChain’s performance is well-suited for practical deploy-
ments, irrespective of the exact content that is captured within the reputation 
scores. 

5.3.3. General consideration
Following the evaluation of PRepChain’s computational perfor-

mance, we now investigate and discuss its scalability and induced 
overheads, i.e., networking and storage requirements, as well as the 
FHE-achievable precision.
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Table 1
PRepChain’s Protocol-induced Overheads.
 Entity Aspect Voting Phase [MB] Inquiring Phase [MB]
 Voter/Inquirer Network ↑ 3.99 ↓ 41.41 ↑ 0.00 ↓ 3.83  
 Storage No storage used No storage used
 Votee/Inquired Network ↑ 1.02 ↓ 1.18 ↑ 0.31 ↓ 0.31  
 Storage No storage used No storage used
 Permission Man. Network ↑ 0.00 ↓ 0.00 ↑ 0.00 ↓ 0.00  
 Storage No storage used No storage used
 Key Manager Network ↑ 35.81 ↓ 0.29 ↑ 0.311 ↓ 0.29  
 Storage 37.33 No storage used
 Aggregation Eng. Network ↑ 1.27 ↓ 5.16 Not involved
 Storage No storage used  — " —
 Reputation Man. Network ↑ 3.83 ↓ 1.35 ↑ 4.14 ↓ 0.09  
 Storage 1.28 No storage used

Scalability and Overheads. Hasan et al. [31] previously identified 
network and storage as relevant performance metrics. Accordingly, we 
summarize corresponding measurements for both processes in Table 
1. By design, the reputation manager is the only entity with (per-
manent) storage needs. Specifically, evaluation keys concerning the 
FHE encryption are responsible for the majority, whereas the rating 
score itself is only a fraction of the storage overhead. Our evaluation 
purposely disregards all networking constraints. To still outline the 
expected burden on the network, Table  1 gives specific numbers. In 
modern networks, these numbers are not an issue, even when setting 
up a deployment with significantly larger ciphertext sizes (the FHE 
ciphertext size depends on the required precision and the configured 
security level; cf. the upcoming paragraph on precision).

PRepChain ensures great scalability by design, given that all in-
fluencing factors scale at most linearly. That is, the number of voters 
and votees does not have an influence on the processing of individual 
ratings or reputation scores. Naturally, an increasing number of ratings 
and captured reputation scores also increase the processing time and 
storage requirements. Overall, any observed overhead in PRepChain 
is independent of the number of participating businesses, submitted 
ratings, and reputation scores processed, promising an appropriate 
scalability for real-world use. This conclusion thus also holds for large 
supply networks with many businesses and business transactions.

Precision. FHE enables PRepChain to obliviously preserve the con-
tent of individual ratings, at the expense of (storage) overhead (cf. 
Table  1), i.e., FHE greatly contributes to the desired confidentiality 
guarantees (P2b). Now, to assess P3 with our configuration and real-
world evaluation data (values from Z), we chained FHE operations on 
corresponding CKKS ciphertexts. Even after more than 8000 operations, 
the results were as accurate as with plaintexts, despite the chosen 
scheme which only approximates numbers. While FHE computations 
on values from Q generally affect the precision, the FHE cryptosystem 
and its configuration influence it as well, allowing for trading off perfor-
mance (overhead) and precision as needed when deploying PRepChain. 
As such, it is well-suited across settings, independent of the number of 
(chained) computations on a ciphertext.

5.4. Security discussion

In reputation systems for supply chains, illegitimate insertions, ma-
nipulations or deletions of reputation scores and ratings for one or 
multiple businesses are desirable attack vectors for malicious par-
ticipants. To mitigate these threats, the security (P2) of PRepChain 
relies on the distribution of competences, redundancy of important 
entities, cryptography for privacy and access control, and the informa-
tion security provided by underlying SCISs. Further, businesses cannot 
participate anonymously such that detected malicious actions entail ju-
ristic consequences and PRepChain respects the malicious-but-cautious 
threat model on a technical level.

The concept of distributed competences requires entities to collude 
to achieve illegitimate access to PRepChain. Since such collusion is 
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always visible to multiple entities, a malicious-but-cautious attacker 
(cf.  Section 3.2) would abstain from such an attempt, especially 
as participants are registered with a unique business identifier, such 
that malicious actions could entail juristic consequences. The unique 
identifiers for each business registered at the pseudonym manager also 
prevent businesses from whitewashing their reputation by re-entering 
the system or from performing sophisticated Sybil attacks. The usage 
of pseudonyms for anonymous authorization further prevents enti-
ties from linking ratings to votees or multiple ratings to each other, 
ensuring the desirable unlinkability property. Since the pseudonym 
manager has no access to the submitted ratings and the reputation 
manager has no access to the votee’s identity, breaking these unlink-
ability properties requires collusion of at least these two entities. For 
environments with strong unlinkability requirements, multiple layers 
of pseudonyms can be used to flexibly tune the required number of 
colluding entities. Due to the redundancy of critical entities, data loss—
either by accidental or malicious deletion—requires collusion and is 
thus prevented by technical means, which extends to attacks that aim 
to manipulate existing information. Using multiple replicas for data 
exacerbates such attempts at the cost of increased storage requirements 
and (insignificant) communication overhead.

The pseudonym manager—without further measures—has the ca-
pability to impersonate other entities within the system as it provides 
both anonymization and access control to all participants. Hence, it 
can issue a pseudonym to itself for attempting a Sybil attack. While 
using this ‘‘ticket’’ is detected by the reputation manager, it is unable 
to detect whether this usage is legitimate or not. Multiple instances 
of the pseudonym manager can counteract this threat: Whenever a 
pseudonym is used for authentication, the reputation manager has to 
verify its legitimacy against all pseudonym managers. Using a major-
ity vote for this verification further circumvents the risk of a single 
pseudonym manager willingly blocking authorization requests and pro-
vides redundancy. Since the reputation manager has no decryption 
capabilities, illegitimately revealing stored information always requires 
a conspirator as well. Hence, a malicious-but-cautious attacker would 
abandon such an attempt.

While encryption, distributed competences, redundancy, and real-
world identification of businesses protect information that already 
entered the system (countering, e.g., reputation tracking) and is ex-
changed between entities, multiple attack tactics aim to submit arbi-
trary information, i.e., ratings, from the beginning, to manipulate rep-
utation scores to match their desires. Here, randomized or illegitimate 
ratings for different businesses (bad-mouthing, ballot stuffing, random 
ratings), as well as illegitimate ratings for their own reputation (Sybil 
attacks, oscillation), are potential attack vectors. The combination of 
access control (voting authorization), business identifiers (preventing, 
e.g., Sybil attacks), and the integration with SCISs allow PRepChain 
to limit the possibility of undetected reputation manipulation. Fur-
ther, including concepts such as end-to-end-secured sensing [46] for 
calculating objective ratings further complicates such manipulation 
attempts. To further enhance the trustworthiness of submitted ratings, 
a verification engine can be integrated into PRepChain to oversee the 
reputation calculation process. This entity then moderates between the 
reputation manager, the voter, and the aggregation engines to verify 
signatures of provided information and signs the results of computa-
tions to attest their correctness, improving the reliability of ratings 
at the cost of increased communication and performance overhead. 
Orthogonal to ensuring the correctness of ratings, preventing excessive 
ratings and potentially revoking incorrect or malicious ratings can 
increase the resilience of PRepChain against such attacks. While rate-
limiting the votee’s or voter’s rating capabilities is an easy-to-adoptable 
feature, supporting revocable or degradable ratings introduces unique 
challenges (cf.  Section 6.1). 
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5.5. Assessing PRepChain in a real-world setting

Deploying PRepChain in real-world supply networks yields signifi-
cant practical benefits, particularly in dynamic and complex environ-
ments. The following conclusions build upon (informal) discussions 
with domain experts who are familiar with reputation in supply net-
works. At a strategic level, PRepChain enables objective, data-driven 
assessments of the current supply chain performance by leveraging 
(reliable) data from SCIS. This approach enhances transparency re-
garding the supply network’s performance and reduces dependence on 
individual employees’ subjective, often inaccessible knowledge. While 
objective data serves as the foundation, PRepChain further integrates 
subjective stakeholder ratings. Optionally, their relevance and time-
liness can be fed into the verification engine for verification pur-
poses. This way, PRepChain accounts for the differing needs of supply 
networks and is thus applicable in various situations.

Introduction PRepChain into a business operation allows for contin-
uously identifying weak points in the supply network, such as unreli-
able suppliers, on an operational level. Afterward, practical measures 
to increase supply chain performance can be agreed upon with the 
affected stakeholders, or they can (collaboratively) undertake an agile 
reconfiguration of the supply network. Consequently, PRepChain is es-
pecially valuable in supplier and supply chain management operations. 
In highly-dynamic environments, such as the contract manufacturer of 
our real-world use case, it supports the rapid formation of completely 
new, trusted partner networks. Due to the availability of a global repu-
tation system that collects, processes, and maintains reputation scores 
of multiple businesses, PRepChain facilitates supplier pre-selection and 
negotiation processes for material suppliers as well as logistics partners 
based on (optionally-verified) ratings. In practice, this feature promises 
to reduce manual, subjective research efforts, supplement internal his-
torical data with reliable, external evaluations, and minimize time 
spent on inter-company information exchanges.

Finally, the integration of trusted sensing capabilities (i.e., objective 
data) enables the reliable and timely detection of disruptions and 
misbehavior within the supply network, e.g., the interruption of a cold 
chain, at the stakeholder level. This aspect is particularly of interest 
since it addresses the lack of trust in dynamic supply chain envi-
ronments with mutually distrusting entities. The availability of such 
information not only accelerates root cause identification, enhancing 
quality assurance and liability management but also contributes to the 
long-term elimination of systemic issues, thereby improving overall 
supply chain performance and collaboration—a desirable outcome for 
any operation.

PRepChain prospectively introduces diverse and measurable bene-
fits when being deployed in real-world settings.

Takeaway.  Despite the utilization of cryptography with the distribution 
of competences to provide both privacy (P2a) and confidentiality (P2b), 
PRepChain excels with good performance, scalability, and precision (P3
and P4). The combination of reliable and accountable information stem-
ming from sourced SCISs as well as redundant entities ensure a genuine 
operation (P1). Future extensions, such as the integration of verification 
engine(s), promise to further harden and improve PRepChain, even beyond 
our considered malicious-but-cautious threat model. 

6. PRepChain’s utility for supply chains

After assessing the performance and security of PRepChain, we now 
move slightly to the business perspective.  First, in Section 6.1, we out-
line (technical) limitations of our design that may impact deployments. 
Subsequently, we discuss general real-world implications (Section 6.2). 
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Table 2
Classification of PRepChain according to a prior comparison framework by Hasan et al. 
[31, Table 1].
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6.1. Limitations

PRepChain provides a sophisticated design for dynamic supply 
chain environments with a particular focus on information privacy 
and confidentiality without the need for a trusted third party. This 
dedicated focus introduces different limitations for its applicability and 
deployment.  As part of this paper, we focused on the design of a 
versatile privacy-preserving protocol to demonstrate its capabilities and 
hint at its added value (cf.  Section 6.2). As a result, we consider 
PRepChain’s embedding in business workflows as well as realizing 
production-grade deployments as out of scope. 

Considering the deployment requirements in realistic scenarios, the 
number of required independent entities can be a limiting factor, i.e., 
PRepChain primarily targets larger deployments with at least 100 par-
ticipants. This requirement is in line with the real-time needs expressed 
in P4.

In the design context, we identify three primary limitations: First, 
PRepChain does not incorporate verifiable homomorphic encryption, 
limiting the degree to which it can guarantee usable, correct, and sound 
computations without external verification. In Section 7.2, we detail 
respective promising mitigation strategies and future research direc-
tions. Second, the computational overhead of the rating process grows 
linearly with the number of rating entries (i.e., votable aspects). While 
we assess this (unavoidable) overhead to be reasonable, the resulting 
computational and operating must be considered when selecting the 
desired number of vector entries. Finally, revoking a submitted rating 
is a challenging and potentially error-prone procedure. The reputation 
manager can delete submitted ratings to enhance privacy after they 
have been used for the aggregation. Hence, removing a rating requires 
the provision of a valid copy of the original rating to subtract it from 
the overall score. A carefully-adapted design could potentially get rid 
of this constraint, likely at the expense of added complexity, entailing 
degraded performance, and/or storage overhead. 

Additionally, from a deployment perspective, realizing compatibil-
ity between and integrating PRepChain and the multitude of different 
SCISs (cf.  Section 5.1) is another step future work has to tackle (cf.  Sec-
tion 7.2). Beyond standardizing data inputs and data-quality criteria, 
we expect this step to mostly constitute an implementational challenge 
rather than a research-specific one. Accordingly, in this paper, we 
focused on conceptually outlining the benefits of their interaction to 
showcase the benefits of our design. 

Next, we go into more detail on PRepChain’s properties to highlight 
their respective impact and added value. 

6.2. Discussion: Impact and added value

The technical guarantees and operational features for supply net-
works provided by PRepChain cover several aspects of added value, as 
we discuss hereinafter.

Applicability. The central property of a reputation system is its 
applicability (P4) to its field of application, i.e., supply chain en-
vironments. Here, PRepChain supports these dynamic environments 
by distributing competences and reducing the required interactivity 
of businesses by offloading storage and processing of information to 
dedicated, independent entities. Further, by combining subjective and 
objective ratings as well as requiring (pseudonymous) authentication, 
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PRepChain offers a reliable rating process. By distinguishing aspects 
such as friendliness and delivery delays during the voting process, our 
design also achieves a flexible granularity for reputation derivation and 
aggregation. Lastly, as highlighted in our evaluation (Section 5.3), it 
provides adequate performance, scalability, and security for dynamic, 
real-world supply networks.

Extensibility. To further extend the features and guarantees offered 
by PRepChain, its native interaction with existing SCISs allows for 
refining the information sources for objective ratings. For instance, the 
integration of trusted sensing [46] is supported by default and could 
offer valuable, guaranteed-reliable information for businesses’ repu-
tations in various real-world deployments. The previously mentioned 
verification engine (cf.  Section 5.4) could also be extended to verify 
the integrity and correctness of the information from trusted sensing 
and the information systems in general, ensuring that this information 
correctly impacts a business’ reputation.

Mode of Deployment. By nature, confidentiality (P2) and availabil-
ity of information (P4) are slightly conflicting properties in the scenario 
of a business leaving the system due to the handling of the required 
key material. PRepChain ensures the availability and confidentiality of 
the ratings and scores by storing them FHE-encrypted at the reputation 
manager. However, PRepChain also supports an adjusted role of the 
key manager, i.e., an alternative mode of deployment. In the default 
scenario, which we outlined in this paper, confidentiality is valued 
higher than availability: The keys required for decrypting a business’ 
reputation are always held by the business itself. Once it leaves the 
ecosystem, no further access to the private key is possible, severely 
impairing the availability of its reputation scores.

Alternatively, the handling of private keys can also be shifted to the 
key manager(s), ensuring the availability of all required information at 
the loss of control over the key material by the affected businesses. In 
this case, the storage needs as well as the networking load of the key 
manager(s) would slightly increase (cf. Table  2). However, we consider 
this overhead as marginal, i.e., this adapted PRepChain would still be 
practical and performant in real-world deployments.

Operational Trade-offs. We designed PRepChain in a way so that it 
comes with an adjustable configuration, allowing for setting-specific de-
ployments. Overall, these operational trade-offs are as follows. First, as 
we have just discussed, the mode of deployment primarily impacts the 
availability of reputation scores. However, it also affects the messages 
that are being sent during the inquiring process. Second, integrating 
votees into the rating process is optional in PRepChain. While we see 
significant benefits in incorporating the perspective of both voters and 
votees, certain deployments might not depend on it, providing room 
for fewer messages and reduced processing. Third, the threshold 𝑘, 
which defines when new ratings are being added to the reputation 
score, is adjustable, impacting the timeliness, achievable confidentiality 
guarantees, and processing overhead. Lastly, as our performance eval-
uation highlights, voting and inquiry processes both scale to realistic 
supply chain settings. We are confident that the benefits and technical 
guarantees PRepChain provides make up for its deployment overhead 
and cost of operation. Given that PRepChain is only conceptually 
centralized, adding computing hardware and resources is supported 
through both horizontal (scaling out) and vertical (scaling up) scaling, 
offering flexibility. 

A Constrained PRepChain Variant. As we have briefly hinted at 
in Section 4.4, conceptually, we could replace the FHE cryptosystem 
with a PHE cryptosystem like Paillier [57]. In this case, we would 
lose access to several operations on encrypted ratings. In particular, 
this constrained variant of PRepChain cannot support the voter–votee 
joining by the aggregation engine ( 8  of the voting process) as well 
as the weighted aggregation into reputation scores by the reputation 
manager ( 11  of the voting process), taking away significant benefits 
of PRepChain. These changes do not impact the inquiring process, but 
they impact the information that ratings and reputation scores can 
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capture, i.e., ultimately, the reputation score’s expressiveness. How-
ever, in scenario where this functionality is not needed, changing 
the cryptosystem would promise a significant performance overhead 
by reducing processing times and ciphertext sizes while promising 
accurate computations. 

Systematic Classification. Apart from PRepChain’s exceptional ap-
plicability to dynamic supply chain environments, we can further assess 
it in terms of ‘‘traditional’’ reputation system properties. Specifically, 
we apply the comparison framework by Hasan et al. [31], as we 
summarize in Table  2. As a ticket-based approach, PRepChain belongs 
to the category token-based systems. Its intuitive vector-based approach 
(cf. Fig.  3), which handles values in the range of Q, and the support 
for flexible aggregation models are unique. Notably, despite this feature 
richness, PRepChain does not sacrifice other desired properties, e.g., 
durability or liveliness, either.

Practical Implications. Having a reliable, privacy-preserving rep-
utation system in place allows companies to discover trustworthy busi-
ness partners more easily and reliably. The prevailing business practice 
of relying solely on the historical data available in company’s own 
SCIS or generally available but non-verified data when making network 
decisions is significantly expanded by the information provided by our 
objective reputation scores. Consequently, PRepChain supports the flex-
ible and rapid evolution of supply networks. This benefit also increases 
business resilience and even supports the establishment of new business 
models and associated partnerships in the context of sustainability and 
circular economy.

As we have discussed, PRepChain offers significant added value 
for businesses in dynamic supply chain environments (while still be-
ing compatible with non-dynamic settings) as it enables data-based 
decision-making. Its flexibility further ensures that real-world use is 
possible across diverse use cases and settings.

7. Conclusion and takeaways

In this section, we highlight relevant takeaways from our research 
by summarizing our contributions in Section 7.1. Subsequently, we 
outline research directions for future work that follow from our work 
and findings in Section 7.2.

7.1. Conclusion

Dynamic supply chain environments introduce specific require-
ments, partly due to their unique setting, for reputation systems. 
Specifically, corresponding solutions need to ensure a genuine, secure, 
and accurate operation while also accounting for the applicability to 
the setting at hand (cf.  Section 3.3). To the best of our understanding, 
research did not yet appropriately consider these (crucial) aspects.

Given this unexpected research gap (many different reputation sys-
tems have been proposed for other domains), we developed PRepChain, 
our approach to offering a versatile and privacy-preserving reputation 
system that is tailored toward practical use in modern supply chain 
environments. To achieve this applicability, we design PRepChain as a 
distributed, multi-agent information system (targeting reliability) that 
utilizes FHE to offer the desired confidentiality guarantees.  With this 
design, we primarily advance the state of the art in four directions 
(cf.  Section 4.4): (i) accounting for reliable privacy preservation in 
large-scale supply chain settings, (ii) ensuring (long-term) availabil-
ity of reputation scores even in dynamic environments, (iii) sourcing 
information from existing SCISs by default, and (iv) distinguishing 
and processing both objective and subjective ratings.  Our evaluation, 
which covers a real-world use case, and our detailed security discussion 
confirm the compliance with the intended system properties, provid-
ing valuable information for deployments and next-generation SCM 
approaches.
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7.2. Future work

In addition to PRepChain addressing the identified research gap 
(Section 3.3) and bringing several advances to the field, it also paves 
the way for follow-up research. In particular, we can distinguish be-
tween aspects that would evolve our design beyond the scope of this 
paper and more general research directions in the context of reputation 
systems, particularly in (dynamic) supply chain environments.

Evolving PRepChain.  Concerning the technical dimension, the 
focus of this paper, exploring the possibility of enhancing PRepChain’s 
access control by utilizing attribute-based encryption [58] or by inte-
grating it more closely with existing SCISs might be worthwhile. Like-
wise, studying whether multi-key FHE [59] or secret sharing/threshold 
cryptography [60] are able to introduce additional benefits is a promis-
ing next step. Since PRepChain cannot verify made computations, 
trusted execution environments or zero-knowledge proofs could po-
tentially add further technical guarantees [20]. In the same direction, 
developments in the context of FHE [61,62] might introduce schemes 
and features that are worthwhile integrating into our design. 

Orthogonal Research Directions. The technical contributions of 
PRepChain can have significant implications for other domains. In 
particular, business experts should assess the impact on SCM and how 
future business decisions are being made. Moreover, studying these 
influences also touches upon concepts that are known from game 
theory. Hence, future work (still) has to cover a lot of different angles 
before bringing sophisticated reputation systems to broad use.  As a 
first step, we would like to explore PRepChain in a couple of more 
(dynamic) real-world deployments and study how businesses interact 
with the system in general, especially in light of the added value 
it introduces for their decision-making in higher-layer applications. 
Moreover, defining a pre-defined set of metrics that can be retrieved 
from SCIS for the objective reputation score and relevant assessment 
categories for the subjective reputation score could be a decisive step 
to enable practical implementation.  In an effort to move toward real-
world deployments, Berninger et al. [63] already proposed a conceptual 
framework for joining the business and technical dimensions when it 
comes to reputation in supply networks. Future work should bring this 
framework into (evaluated) practice.

Final Remark. With PRepChain, we neatly demonstrate that rea-
sonable, practical privacy preservation in reputation systems—a novel 
application for business use—is achievable with today’s concepts and 
technical building blocks, regardless of the need for availability and 
reliability, even in sophisticated dynamic supply chain environments.

Research data

We are committed to open science and as such we have open-
sourced our prototype of PRepChain on GitHub [22].
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