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Abstract—Communication networks enable the exchange of
data with varying sensitivity, from non-sensitive public files to
highly confidential healthcare or financial records. Cryptographic
protection introduces significant computational and communica-
tion overhead. While lightweight ciphers have been proposed to
reduce this burden, they compromise security and are unsuitable
for sensitive data. We propose a system that enables adaptive
security by embedding service sensitivity information in the
Domain Name System (DNS), allowing peers to select appro-
priate cryptographic primitives based on data requirements.
This approach ensures adequate protection while minimizing
overhead. Additionally, it can be seamlessly integrated into
existing networks without additional hardware. Initial results
indicate improved throughput and reduced computational load
on hosts.

I. INTRODUCTION
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Modern networks, including the Internet, are used to
transmit a variety of data, ranging from non-sensitive telemetry
values, e.g., from smart-homes, to public social-media traffic
to highly-sensitive financial or healthcare records. Each of
these types of data imposes distinct requirements for confi-
dentiality (privacy) and integrity. Commonly, devices use a
one-size-fits-all approach where data is protected using the
highest level of security at all times [1]–[3]. On the one hand,
this approach safeguards the data while introducing unneces-
sary, computation-induced overhead since stronger encryptions
usually implies more complex computations. Consequently,
this approach oftentimes increases communication latency and
energy consumption for non-sensitive traffic. On the other
hand, manually configuring per-host or per-service policies is
error-prone and does not scale in multi-domain environments.

We, therefore, propose a lightweight and performant Do-
main Name System (DNS)-inspired orchestration mechanism
in which each host publishes its required security level for
different services. Before establishing connections, clients
query the recipients’ security profile and then initiate sessions
using those parameters. In particular, this design enables a
centralized management of security policies, maintaining com-
patibility with legacy devices, while eliminating the need for
complex and more error-prone decentralized policy updates.

II. MOTIVATION AND BACKGROUND

The proliferation of interconnected systems, ranging from
cloud platforms and Internet of Things (IoT) devices to
distributed industrial control networks, has fundamentally
changed how data is generated, transmitted, and consumed.
These systems increasingly exchange sensitive information
across diverse and often untrusted networks. Hence, ensuring

the confidentiality, integrity, and authenticity of data through
cryptographic mechanisms is now standard practice [4], most
prominently using Transport Layer Security (TLS) [3] and
Datagram Transport Layer Security (DTLS) [2].

However, these security measures introduce non-negligible
overheads: On constrained devices, cryptographic computa-
tions can significantly impact system responsiveness and en-
ergy consumption [5]. Moreover, even powerful machines may
face reduced throughput and increased operating costs [6].
Although the performance can be improved using, e.g., hard-
ware acceleration, the aggregate overhead remains substantial
at scale. Related work suggests deploying lightweight ciphers
to reduce computational overhead [5], [7] or Message Authen-
tication Code (MAC) aggregation to reduce communication
overhead [8]. These approaches, however, typically involve
tradeoffs in security strength, making them unsuitable for
highly sensitive data where strong guarantees are essential.
These circumstances raise the question of alternative means
for balancing security requirements with system capabilities.

Despite the diversity of applications, current practice largely
applies a uniform level of security, possibly due to the
widespread and standardized adoption of standardized cipher
suites in protocols like TLS and DTLS [2], [3]. For example,
the download of a Linux distribution is typically non-sensitive
but safeguarded with the same cryptographic strength as the
access to highly sensitive information, e.g., online banking or
healthcare records. This situation extends to other domains,
including public sensor data in smart cities, where confiden-
tiality is not a concern. Nonetheless, ensuring integrity of such
information remains important to prevent any tampering.

These examples motivate the need for adaptive security
approaches that adjust security levels based on the sensitivity
and context of information. Such strategies may avoid unnec-
essary computational overheads and energy consumption by
preventing overprovisioning of security where it is not needed.

III. DESIGN: DNS-BASED SECURITY ORCHESTRATION

To address this gap, we propose storing data security poli-
cies that enable entities to apply appropriate security building
blocks when accessing the data. Specifically, we leverage the
well-established DNS [9], [10] for the distribution of the
policies. This approach allows our solution to be seamlessly
integrated into existing infrastructures without requiring addi-
tional hardware or dedicated services.

We define a new DNS record type SEC for capturing the
security requirements of a given service. The structure of this
type is inspired by the SRV record, which provides details such
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Figure 1. Simplified view of a client establishing a communication session
with a server. The client first requests the required security level from the DNS
service, e.g., whether to employ TLS at all, from the SEC record. Afterward,
client and server establish a session with the server using cryptographic
primitives that match the requirements learned from the SEC record.
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Figure 2. Communication overhead induced by TLS and DTLS for short
messages with payloads between 1 B and 128 B. The overhead accounts for
headers and authentication tags that are added by the respective protocols.

as port numbers used by a service. As the generic TXT record
is prone to misuse and lacks standardized semantics [11], the
dedicated SEC type ensures clarity and prevents ambiguity.

As the security level conveyed by a SEC record is inten-
tionally public, it does not require encryption. However, for
safeguarding purposes, requesters should be able to validate
both the authenticity and integrity of these records. Our design
achieves this need by mandating and including a strong digital
signature, generated by the service provider, for each record.

Figure 1 shows a simplified overview of the connection
establishment. The client verifies the authenticity of the signed
DNS response upon reception. If the information is authen-
tic, the client follows the specified level of security during
connection establishment. If the security level mandates the
use of cryptography, e.g., it establishes a TLS or DTLS
session solely advertising adequate cipher suites. For non-
sensitive transmissions, the peers can fall back to insecure but
undemanding transport protocols like TCP [12] or UDP [13],
avoiding unnecessary cryptography-induced overheads.

IV. FIRST EVALUATION RESULTS

To assess the practicality of our approach in real-world sce-
narios, we conduct initial measurements in a Mininet [14] net-
work simulation. We model a company network with multiple
hosts connected via switched and routed networks, enabling
diverse communication patterns. Here, we define multiple data
classes with different sensitivity. Before connecting to a server,
query a central entity, the DNS, to obtain information about
the sensitivity of the requested service.

In our current system, we distinguish between three types
of sensitivity: (i) data that does not require any security (using
only TCP for transport), (ii) data that only requires integrity

Table I
THROUGHPUT OF WOLFSSL [6], [16] FOR DIFFERENT CIPHERS ON

DIFFERENT HARDWARE. AS EXPECTED, ONLY PROVIDING INTEGRITY
(HMAC-SHA) YIELDS HIGHER THROUGHPUT THAN COMBINING

INTEGRITY PROTECTION WITH CONFIDENTIALITY (AES-GCM). ANY
TYPE OF SECURITY INDUCES A NON-NEGLIGIBLE OVERHEAD.

Hardware Algorithm Throughput

AMD EPYC 7443
AES-128-GCM 19.68 MB/s
AES-256-GCM 17.27 MB/s

HMAC-SHA-256 40.97 MB/s

ESP32-WROOM-32
AES-128-GCM 331.75 kB/s
AES-256-GCM 312.20 kB/s

HMAC-SHA-256 1733.0 kB/s

protection and authenticity (using TLS with an integrity-only
cipher suite [15]), and (iii) data that requires encryption,
integrity protection, and authenticity (using traditional TLS).

Our measurements indicate that in case (i), the communica-
tion overhead induced by queries to the DNS is negligible due
to the absence of cryptographic protocol overhead. Figure 2
emphasizes the amount of communication overhead introduced
by TLS and DTLS for short messages. In case (ii), the
transmitted data volume remains comparable to traditional
TLS. However, the individual hosts benefit from reduced
computational load as they no not perform any encryption or
decryption as indicated by the throughput measurements from
Table I. Case (iii) serves as our baseline as this is how commu-
nication security is usually handled in current networks. Here,
the additional queries to the DNS introduce some additional
communication before establishing a session, however, this
overhead can be minimized by leveraging caching techniques.

V. CONCLUSION AND FUTURE WORK

Overall, our proposed design of an adaptive transport se-
curity orchestration reveals promising results. First, it demon-
strates reduced workload on network hosts and decreases the
network overhead for non-sensitive data without underprovi-
sioning security. We are currently looking into the exact imple-
mentation of the SEC record to ensure secure dissemination of
security levels from service providers to clients. Specifically,
we plan to incorporate short but robust digital signatures and
are developing an efficient validation scheme.

Next, we will survey the implications of our design on
resource-constrained hardware to give a better account of their
experienced benefits. We further would like to look into a
mechanism that enables adjusting the security level between
peers on the fly, without interrupting an established com-
munication session. Given some limitations encountered with
Mininet, we intend to complement our evaluation with either
event-based network simulations or real-world performance
measurements to provide a more comprehensive assessment.

We are confident that these evaluations will further under-
line the advantages of our DNS-based design and represent an
important step toward more sustainable yet secure networking.
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